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Abstract—VoIP steganography is a real-time network steganog-
raphy, which utilizes VoIP protocols and traffic as a covert
channel to conceal secret messages. Recently, there has been
a noticeable increase in the interest in VoIP steganography
due to the volume of VoIP traffic generated, which proved to
be economically feasible to utilize. This paper discusses VoIP
steganography challenges, compares the existing mechanisms,
and proposes a new VoIP steganography approach. Current VoIP
steganography techniques lack mechanisms to provide reliability
without weakening the steganography system. Accordingly, this
paper modifies the (k, n) threshold secret sharing scheme, which
is based on Lagrange’s Interpolation, and then applies a two phase
approach on the LACK steganography mechanism to provide
reliability and fault tolerance and to increase steganalysis com-
plexity. The cost of reliability is a loss in bandwidth; therefore,
the proposed approach also provides mechanisms to maximize
packets utilization to mitigate the effect of adding redundancy.

Index Terms—Reliability; Fault Tolerance; Steganography;
VoIP Security; Data Hiding; Secret Sharing;

I. INTRODUCTION

After the wide acceptance of VoIP as being a core communi-

cation technology, many security issues have been reported. A

number of initiatives tried to list and classify VoIP threats. Per-

haps one of the best classifications of VoIP threats is the one

provided by the Voice over IP Security Alliance (VOIPSA) [1].

In 2009 a group of researchers [2] recommended to add VoIP

steganography or ”stegocommunication” to the list of VOIPSA

taxonomy as one of the VoIP service abuse threats.

Stegocommunication is a hidden communication, in which

a message is hidden in a covert channel [2]. Thus, it is impos-

sible to recognize the existence of the concealed message in

the electronic object. VoIP steganography is different from tra-

ditional digital steganography in terms of the techniques used

for digital embedding of the message. VoIP steganography is

a set of real-time network steganography techniques, which

uses the VoIP protocols and channels (signalling and media

channels) to hide the existence of the message in the real-time

communication. Concealing the message prevents traceability,

and removes the burden of the file size limitation in traditional

digital steganography techniques. It is the high volume of VoIP

traffic generated during a regular VoIP call [3] that stimulated

both evil and good minds to utilize VoIP covert channels.

Many techniques have been proposed to utilize the VoIP

traffic to hide secret messages (stego-messages) [3], [4], [5],

[6]. However, none of these techniques addressed the problem

of reliability while sending the stego-messages. VoIP protocols

are intended to transfer voice or audio, which is unreliable

by nature and is not affected by packet loss, making these

protocols unsuitable for sending data messages. Packet loss

requires, in some cases, resending the message. However, the

steganographic system has no control over requesting packet

retransmission. On the other hand, packet retransmission in-

creases redundancy, and in effect, increases the possibility of

message detection.

This paper will address the reliability problem by applying

a modified (k, n) threshold, which is similar to Shamir’s

Secret Sharing Scheme (SSSS) [7], on the Lost Audio Packets

steganography (LACK) [3], one of the states of the art VoIP

steganographic techniques. The proposed solution is intended

to solve the reliability problem and makes the stego-message

discovery much more difficult. It will also address the band-

width loss problem that may result from adding redundancy

shares. The technique proposed is a steganographic technique

rather than a cryptographic one. It focuses on making the

message discovery harder instead of secrete sharing.

The rest of the paper is organized as follows. Section II

provides a brief introduction of network steganography as

well as VoIP steganography. The main research challenges

of VoIP steganography are highlighted in Section III. A

classification of VoIP steganographic techniques are given in

Section IV, followed by a detailed explanation of our approach

in Section V. Finally, we conclude the paper in Section VI.

II. NETWORK STEGANOGRAPHY

Network Steganography [4], [8], [9] is a digital steganog-

raphy technique that hides stego-messages in normal data

transmission. Network steganography uses network protocols

(i.e. TCP, RTP, IP) in its message embedding to make the

steganalysis more difficult. Most protocols contain fields that

can be modified in different variations, without affecting the

functionality of the protocol. For example, Fig. 1 represents

an IP header of an IP packet with the fields that can be used

for embedding steganographic data in-shade.
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Fig. 1. IP packet header with the fields available for embedding stegano-
graphic data in shade

Network steganography is gaining more and more attention,

especially, from the hacker’s community; since it is more

difficult to detect, does not leave trails, can bypass firewalls

legitimately, removes file size limitation, and finally because

of the wide spread of multimedia services and social networks.

Despite of all these advantages in network and real time

steganography, this is still one of the most challenging research

fields. This is due to the inherent properties of real-time

transmission, which puts limitations on performing complex

operations. In addition, the few number of fields available to

be used in steganography limits the number of bits that can

be used for hiding the stego-messages

In the next section, we address VoIP steganography chal-

lenges in more detail.

III. CHALLENGES OF VOIP STEGANOGRAPHY

The following is a list of challenges when using steganog-

raphy in VoIP communication:

A. Unreliable Transport

This is one of the main challenges when using The Real-

time Transport Protocol (RTP) packet payloads as a cover-

medium. RTP uses the User Datagram Protocol (UDP) as

a transport protocol. UDP is an unreliable protocol [10]. It

is appropriate when streaming multimedia; this is because

few packet loss will not affect voice or video (multimedia

transmission does not need to be highly accurate), but time

does matter (voice can handle no delays). That is why an

unreliable protocol such as the UDP will fit the best for

multimedia transmission. However, if the protocol will be used

to send a text message, the protocol need to make sure that

all packets arrive at their destination. Time is not important,

but receiving the whole packet and keeping track of the order

is a must. As a result UDP packets are not a good choice in

this case [4].

B. Cover Medium Size Limitations

RTP inherently supports real time transmission. It behaves

in the same way as the data it is supposed to transmit. Data is

transmitted over RTP in streams; the packet size is very small

and adaptive to the codec used for encoding the message.

The small size of the RTP packets constrains the amount

of data available for transmission and the number of bits

available in each packet used to send the stego-message. A

large stego-message will be distributed into a large number

of packets. This mandates a reassembling mechanism at the

destination[11].

C. Latency

By nature, RTP is prone to media degradation. This is due to

packet latency. With VoIP steganography extra delay is needed

for the extra message embedding, or for inspecting potential

cover medium. This will cause a considerable degradation on

the Quality of Service (QoS), which can be easily recognized

by the end user [4].

A VoIP steganographic system should be designed in a way

that the system performance and QoS will be the same, as

if there is no steganographic system incorporated in the VoIP

system [12].

D. Tracking RTP Streams

A full duplex RTP stream session between two end points

consists of two unidirectional packet streams, one in each

direction. To be able to use the system for sending stego-

messages, we must be able to identify each stream, and keep

track of it [4].

E. Raw vs. Compressed Audio

Voice data will usually be compressed during transmission

using one of the compression codecs. Since embedding the

message depends on the availability of redundant bits [13],

performing embedding using raw audio will give better results.

Therefore, it is always recommended to decompress the cover

medium, modify the raw data, and then compress it again [4],

[14].

There are two types of compression codecs depending on

whether the codec maintains the integrity of the compressed

data or not:

• Lossy Compression (i.e. Speex Codec) does not maintain

data integrity [15]. Compressing an audio file using a

lossy compression will result in losing some information

at the time of decompression. If we embed our message

in raw audio, then compress it using a lossy compression

codec, we might not be able to reconstruct the hidden

message.

• Lossless Compression (i.e. G.711) maintains data in-

tegrity before and after compression [15]. As a result,

this is the type of compression recommended if we want

to hide a message in an audio file.

F. Media Gateway Audio Modifications

RTP traffic is routed through multiple network devices by

utilizing the underlying network protocols at different layers.

The traffic may pass through many network devices from

routers and switches to IP-telephony specific devices such

as media gateways. Such devices may alter the content of

the message to make it suitable to the format used in the

destination network. For example, these devices can perform

a translation between two different audio codec, normaliza-

tion or down sampling to align the properties of audio (i.e.

removing of white noise) or mixing different audio streams.

If the stego-medium is used to transfer a stego-message, such

modifications to the stego-medium may affect the embedded

stego-message in a way that makes it unrecoverable [4], [11].
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Fig. 2. Classification of VoIP steganography techniques based on the technique used to hide information[3].

G. Audio Codec Change by Signalling Protocols

Most VoIP signalling protocols allow endpoints to modify

the codec (encoding technique), used for QoS, to match the

codec of another device. As a result an RTP session may be

changed from one codec to another during a mid-session [4].

To use RTP packet streams in steganography, the stegano-

graphic technique must provide an adaptive way to modify the

stego-message to match the encoding technique used.

IV. CLASSIFICATION OF VOIP STEGANOGRAPHY

TECHNIQUES

In this section, we classify the main VoIP steganographic

techniques based on the point of application and the approach
used for data hiding.

A. The Point of Application

Mazurezyk [3] defined four main scenarios for hiding infor-

mation in VoIP systems based on the node where the steganog-

raphy sender and receiver algorithms are implemented. The

steganography sender or receiver can be either at end or

intermediate nodes.

Handel et al. [8] classified network steganography based on

the OSI network layer where the algorithm is implemented.

Both Mazurezyk and Handel classifications are based on the

traditional security application points.

Based on the points of application, the person who applies

the steganography algorithm could be one of the following:

• Man In The Middle (MITM): This is the most common

approach used. The advantage of the MITM is that the

sender and receiver may not be operating on the same

mode. They may have different codec or embedding

techniques.

• End to End (Client): Steganography algorithms run on

the end user device. This type of steganography is not

adaptable to any modification to the message’s integrity

during transmission.

B. The Approach Used to Hide Information

The literature of VoIP steganography [3], [4], [9] has

distinguished between three main groups of techniques used to

hide data in VoIP traffic. Fig. 2 lists these groups and Table I

shows a small comparison between them. Fig. 2 illustrates that

VoIP steganography techniques can be one of the following:

1) Packet Modifications Steganography: Modification can

be done either to protocol fields, or the message payload.

Protocols in VoIP are classified into signaling and trans-

mission protocols. Redundant and optional fields in these

protocols as well as the underlying network protocols,

such as TCP/IP or UDP, can be used to hide the stego-

messages. Some examples include using the SIP and

SDP, which are VoIP signalling protocols [8] as well as

RTP and RTCP, which are VoIP transmission protocols

[16]. Modification to the message payload is similar

to the traditional voice steganographic techniques. It

uses the same methods used in the digital audio water-

marking, and speech codec steganographic techniques.

These methods tend to provide a lower steganographic

capacity than protocol field modifications; however, it is

harder to implement and detect. The main disadvantage

of this technique is that the modification of the message

payload may result in declining the voice quality [16].

2) Packet Rescheduling Steganography: Techniques that

change the order of the messages sent or received are

classified under message rescheduling. Rescheduling can

be done in different ways:

a) By forcing the receiver to discard the packet, (i.e.

by delaying the message for a long enough period),

or by delaying some messages intentionally.

b) By convincing the receiver that some packets were

lost, (i.e. by skipping some sequence numbers [17])

Packet rescheduling requires synchronization between

the sender and the receiver. It provides a lower stegano-

graphic capacity than protocol field’s modification tech-

niques and is as easy to implement.

3) Hybrid Steganography: These techniques modify both

the packet as well as its scheduling. As a result, they

combine the features of both systems.

More detail about this classification and examples of these

techniques can be found in [3], [4], [9].

V. RELIABLE LACK(RELACK)

In this section, we propose a new VoIP steganography ap-

proach. This approach is based on the Lagrange Interpolation
for polynomials [18] and the LACK steganography technique

introduced by Mazurczyk [3].

Lagrange Interpolation has extensively been used in secu-

rity for secret sharing. In this paper, we are using the Lagrange
Interpolation in a similar way to the Shamir (k, n) threshold

sharing scheme [7]. However, we modified the (k, n) threshold
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TABLE I
COMPARISON BETWEEN STEGANOGRAPHIC TECHNIQUES

VoIP Steganography
Techniques

Sub-Classification Steganographic Ca-
pacity

Implementation Steganalysis Voice Quality

Packets
Modifications

Modification of proto-
col fields

High Easy Easy Not affected

Modification of the
message payload

Lower than fields
modification

Harder than fields
modification

Harder than fields
modification

Reduce the voice
quality

Packet Rescheduling N/A Lower capacity than
protocol fields modifi-
cation

Easy Harder than protocol
fields modification

Reduce the voice
quality

Hybrid N/A Moderate Moderate Moderate Moderate

sharing scheme to be more suitable for fault tolerance rather

than secret sharing. The reasoning behind selecting Lagrange
Interpolation (not any other error correction technique) and

the modifications introduced to the Shamir (k, n) threshold

sharing scheme will be explained in more detail in subsec-

tion C.

The LACK technique, which is classified as a hybrid

steganographic technique, will be explained in subsection B.

A. The Approach Goals and Requirements

Our approach has two main goals:

1) To solve the unreliability problem in the current VoIP

steganographic techniques: Unreliability is one of the

main challenges in VoIP steganography. It is due to

the fact that VoIP uses RTP over UDP, which is an

unreliable protocol. UDP is appropriate when streaming

multimedia because few packet-loss will not affect voice

or video quality. However, for the stego-messages a loss

in even one bit will result in corrupting the message and

hence will require resending the message again. This

is a waste of time and bandwidth, which are the most

precious resources in VoIP communication. On the other

hand, resending the same message increases the risk of

steganalysis, which conflicts with the second goal.

2) To increase the complexity of steganalysis: The ap-

proach should be able to complicate the process of

discovering the existence of the message.

Since bandwidth is one of the concerns in VoIP commu-

nication, the new approach should also satisfy the following

requirements:

i. No extra messages should be added to the original VoIP

stream.

ii. Packets must be utilized as much as possible.

B. Lost Audio PaCKets Steganography (LACK)

LACK is a hybrid steganographic technique [3]. It delays

packets intentionally to force the receiver to discard them, and

then hides information in the delayed packets.

LACK relies on the concept of packet loss (in real time

protocols) to smuggle steganograms in the RTP payload. After

replacing the RTP payload with the steganograms, it delays the

packets to force the VoIP receiver to discard them. However,

the steganography receiver application, which is aware of the

technique used, will instead use the packets to reconstruct the

stego-message

LACK is simple to use and implement, but hard to detect. It

can only be detected if the number of the intentionally delayed

packets is large enough to create a suspicious communication.

If the call was completed before anyone noticed or intercepted

the packets, there would be no evidence. LACK can be used

to transmit stego-messages at a rate up to 160 bps [3].

LACK is a packet delay technique, hence it adds no extra

messages to the original VoIP stream. This confirms with

our first design guideline. However, LACK depends on the

reliability of the network, and the real-time protocols used.

As a result, it lacks a reliability mechanism to support the

transmission of the stego-messages If an error occurs while

transmitting the message, the message needs to be retransmit-

ted. This makes discovering the message easier and weaken

the algorithm.

C. Lagrange Interpolation for Addressing Reliability in VoIP
Steganography

In this subsection, we justify the use of Lagrange Interpola-

tion to address the reliability problem in VoIP steganography.

While the literature of error detection and correction provides

lots of techniques to address reliability (e.g. Hamming Code,

CRC), these techniques do not provide a concrete solution

in the case of VoIP Steganography. There are two main

categories in which error correction can be implemented:

(1) Automatic Repeat reQuest (ARQ),and (2) Forward Error

Correction (FEC) [19].

In ARQ, if an error is detected, then the whole message

is needed to be resent. There are two challenges to apply

this approach in VoIP Steganography: First, resending the

message will wane the steganographic algorithm strength; the

probability that the message will be detected is increased.

Second and the most important, repeating the message is

not an option in VoIP steganography, more particularly, in

techniques that depend on packet loss. How can someone

justify resending a message over unreliable protocols, such

as the ones used in VoIP Steganography. Actually the whole

idea of the LACK technique is based on the unreliability, and

the fact the receiver is not aware of the lost packets.

On the other hand, FEC (e.g. Hamming Code) is based on

adding redundancy bits, which can be used by the receiver

to recover the message. We are not argue this will reduce
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the secrecy, since we address steganography rather than cryp-

tography. However, traditional FEC, which is based on error

correction codes does not solve the problem of packet loss.

Instead, it solves the problem of corrupted packets when few

number-of-bits are corrupted. In addition, such techniques add

no extra steganalysis complexity to the current methods used

in steganography. Our goal is not only to solve the problem

of reliability, but also to increase the steganalysis complexity.

The lack of traditional error correction techniques to meet

these goals will eliminate them from our list. As a result,

the approach presented in this subsection is provided as one

possible solution to address the problem and achieve intended

goals.

Shamir has used the Lagrange Interpolation for polynomials

for secret sharing (Shamir’s secret sharing scheme) [7]. In

Shamir’s approach -(k, n) threshold- a polynomial of degree

(k−1) is used to distribute a secret on (n) participants, where

(k ≤ n). (k) shares (i.e. points on the polynomial) are able

to reconstruct the polynomial and retrieve the secret, which is

the constant variable in the polynomial (i.e. f(0)). Equation 1

shows a polynomial of degree (k−1). All calculations are done

over a finite field (Zp), where (p) is a large prime number that

is greater than the total number of shares (n).

f(x) = (ak−1x
k−1 + ak−2x

k−2 + · · ·+ a1x+ a0)modp (1)

Equation 2 represents the reconstruction of f(x) given (k)
shares.

f(x) =

k∑
s=1

ys

k∏
1≤j≤k,j �=s

x− xj

xs − xj
modp (2)

Secret sharing techniques such as (k, n) threshold, n-

dimensional hyper planes, and Chinese Reminder Theorem

(CRT) for secret sharing have been used for long time to

provide security. Some researchers [20], [21], [22] tried to

incorporate it in static steganographic techniques to add ambi-

guity, secrecy, and to share a stego-message between multiple

parties with the ability to reconstruct the message if and only

if (k) out of (n) shares are available.

In this paper, we modify Shamir’s secret sharing scheme

to be used on VoIP steganography to provide fault tolerance

over the unreliable VoIP channels. Shamir’s secret sharing

scheme can be used -as is- to make steganography on VoIP

more resilient to packet loss. Instead of sending one packet

of information, one would send (n) packets. This allows the

receiver to recover the packet using any (k) shares. If the

number of shares are fewer than (k) no information about

the original message could be revealed. The purpose of using

Shamir’s secret sharing here is not to improve the covert

message confidentiality, but to hide its very existence. While

this seems to be a good approach that provides both secrecy

and reliability, the huge bandwidth loss which is a factor of

(n) (the number of shares) makes it inefficient in the VoIP

environment. As a result, in this paper, we modify the (k,

n) threshold, which is based on Lagrange Interpolation, to

provide reliability, increase the complexity of steganalysis of

VoIP techniques, and achieve the highest efficiency possible.

TABLE II
COMPARISON BETWEEN SHAMIR’S SECRETE SHARING AND OUR

MODIFIED SCHEMES

Shamir (k,n) Threshold Modified (k,n) Threshold
Based on Lagrange Interpolation
for Polynomials

Based on Lagrange Interpolation
for Polynomials

Coefficients are chosen at random
over a finite field Zp except for
a0, which is the secret

Coefficients are taken from the
stego-message characters, which
are converted into decimal equiv-
alents, and distributed into several
packets

(p) is a large prime number that
is greater than the total number of
shares (n)

(p) is used to convert result of
evaluating the polynomial (solving
the equation) using the packet se-
quence number into a bytes

Fixed Threshold: The polynomial
degree (k−1) is pre-assigned and
fixed

Variable Threshold: The polyno-
mial degree (k − 1) depends on
the message length. The length is
chosen at runtime based on a bin-
packing distribution algorithm

The secrete is known to be existed The stego-message existence is un-
known

Focus on secrecy Focus on reliability, and improving
steganalysis complexity

Bandwidth loss is a factor of (n) Bandwidth loss is a factor of (n
k̄

).

k̄: is the expectation for the ran-
dom variable threshold. Given that
SMS > 2× PS

Table II shows the differences between Shamir’s secrete

sharing scheme and our modified scheme. Clearly, the modi-

fied scheme is less secure than the original Shamir’s scheme

from a cryptanalysis view point. However, from a stegano-

graphic point of view the modified scheme is still adding

significant complexity against steganalysis. This steganalysis

complexity is due to the combination of two main elements:

1) The Variable Threshold: Unlike Shamir’s secret sharing,

our modified (k,n) threshold is using a variable threshold

(k). The sender determines the value of the threshold,

at runtime, by dividing the stego-message into variable

length messages that are multiple of the packet size. The

sender then determines the minimum number of packets

that are needed to send each variable length message.

This value represents the threshold (k). The sender sends

the value of (k) to the receiver in one of the delayed

packets as we will explain in the next subsection. Finally,

based on the redundancy level needed and the value

of (k), the value of (n) is determined in such a way

that (k < n). The variable threshold turns the stego-

message reconstruction process into a problem similar to

the bin-packing problem [23]. In which a receiver with

no knowledge about the value of the current threshold

(k) will need to reconstruct a set of variable messages

from fixed size packets. In order to do so, the receiver

must be able answer the following questions: how long is

the message, how many packets are used to reconstruct

it, and whether the building blocks are bytes, set of bytes

or packets. As a result steganalysis for such a system is

a very complex process.
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2) The Random Sequence Numbers: In the modified (k,n)

threshold proposed in this paper, the evaluation of the

polynomial is done using the random RTP sequence

number in the delayed packets. RTP use 16 bit sequence

number. In a normal VoIP communication, the first value

of this sequence number is randomly selected. Each RTP

packet then increases the value of the sequence number

by one. In our approach, the sequence number of the

delayed packet, which is a random sequence number

less than the last one sent during the normal VoIP

communication, is used to evaluate the polynomial. This

process is repeated for (n) times for each polynomial.

The result of each case will be used to fill the payload

of the corresponding packet. Evaluating these random

sequence numbers on the polynomials which takes its

(k) coefficient directly from the stego-message, together

with the distribution process on different packets, result

in random packets.

While the approach explained in this section does not focus

on secrecy, it is still following the perfect secrecy design prin-

ciples [13]. It first applies diffusion on the stego-message by

distributing it into different packets based on a variable thresh-

old. This diffusion is followed by a confusion by evaluating

different polynomials for random sequence numbers. The fact

that the polynomials coefficients are not completely random

will reduce the approach secrecy. However, the approach is

still providing a decent secrecy because of following factors:

First, the stego-messages are transmitted at runtime, which

makes tracking them harder (real-time steganography does not

leave a trial). Second, the stego-messages are not long enough

to detect patterns on them. Third, the process if distributing

the divided messages on the polynomial coefficients is also

depending on the value of (k), which is variable for different

messages.

In the next subsection, we explain the proposed approach

in more detail and with a simple example.

D. Applying the Modified (k, n) Threshold Scheme on LACK

In this subsection, we show how the modified (k, n) thresh-

old is applied on the stego-message to achieve the approach

goals. The approach has two main phases: The stego-message
distribution phase, and the The stego-message reconstruction
phase.

1) The Stego-Message Distribution Phase: This phase rep-

resents an integral part of the approach. Message distribution

occurs at the sender’s side, in which the stego-message is

divided into shares to fill the payload of the intentionally

delayed packets.

The following steps describe the algorithm of distributing

the stego-message in the payload in more detail. The steps are

also shown in Fig. 3.

• Step 1: The stego-message is divided into random vari-

able length messages (Md). Each of them is a multiple

of the packet payload-size (PS). Md =k×PS, where (k)

is a positive integer and 2 ≤ k ≤ SMS
PS , where (SMS)

is the stego-message size. If the stego-message is not a

multiple of the packet size, it first needs to be padded

with random bytes.

For example, given a stego-message size (SMS) of 200

bytes and a (PS) of 7 bytes, three random bytes should

be added at the end of the stego-message, since (7 - 200

MOD 7 = 3) 1. The smallest message-size allowed here

will be 2PS = 14Bytes while the largest is 7SMS
PS =

203Bytes. The total number of scenarios for dividing the

stego-message into variable length messages is given in

equation 3.

j= SMS
PS∑

i=2

(
j

i

)
= 2

SMS
PS − (

SMS

PS
+ 1) (3)

One possible scenario cloud be by dividing the stego-

message into seven variable length messages as follows:

{ M1 = 2PS, M2 = 3PS, M3 = 4PS, M4 = 5PS, M5 =

6PS, M6 = 7PS, M7 = 2PS}.
Note that:

d∑
d=1

Md =
SMS

PS
(4)

Where SMS is the size of the stego-message including

the padding bytes.

• Step 2: For each message generated in step1, the mes-

sage is divided into k-blocks, where (k) represents the

threshold value, which will be used to reconstruct the

corresponding message.

k =
Md

PS
(5)

• Step 3: The stego-sender then generates the sequence

numbers of the first two packets of the message (Md). The

stego-receiver should know the threshold value in order

to reconstruct the message. As a result, the stego-sender

must communicate the threshold value using the covert

channel. The sender, intentionally, makes the difference

between the sequence numbers of the first two delayed

packets equal the threshold value.

• Step 4: Based on the threshold value (k), the packet loss

rate, and the level of the fault tolerance required, the

sender decides the number of shares (n). The value of (n)

is the number of packets the stego-sender will generate.

This value should be greater than the threshold value in

order to allow for redundancy. The sender assigns a value

for (n) such that (n > k)).
• Step 5: For each block (k-bytes), each byte is first

converted to its decimal equivalent and assigned to one

of the coefficients in equation 1 (i.e. ai). The result is

a polynomial of the degree (k − 1). This polynomial

will be evaluated for (n) times. In each time, a different

sequence number, corresponds to one of the delayed

packets used to carry the message, will be used. Since

we use (p = 256) in the modified approach, the result is

1These numbers are given for simplification, the payload size in real VoIP
communication depends on the codec used.
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Fig. 3. Stego-message distribution process where (k) is set to 3 and (n) to 4

one bytes. This process will be repeated for all blocks,

and the bytes resulted from each block will be used to fill

the corresponding packet, which has the sequence number

used to evaluate the polynomial.

• Step 6: Finally, the delayed generated packets with the

tampered sequence numbers will be sent to the destina-

tion.

2) The Stego-Message Reconstruction Phase: As explained

earlier, the stego-receiver component, at the receiver side, is

aware of the delayed packets. As a result it does not discard

these packets. Instead, it saves them into its buffer in order to

be able to reconstruct the stego-message.

The stego-receiver component performs the following steps

in order to reconstruct the stego-message, the steps also

illustrated in Fig. 4.

• Step 1: Finding the current threshold value (k). This is

the most integral step after buffering some of the delayed

packets. In this step, the stego-receiver uses the sequence

numbers of the buffered packets to infer the threshold

value used to encode the current message. This can be

done by computing the absolute difference between the

first two packets sequence numbers.

• Step 2: Once the threshold value is known, the stego-

receiver can start the reconstruction process. Any (k)

packets out of the (n) sent packets can be used to recon-

struct one of the messages. One byte at a time of each of

the (k) packets together with the sequence number of that

packet are used to reconstruct the polynomial using the

Lagrange Interpolation in equation 2. For example, if S is

a set of the (n) shares, each element in S is a point (x,y),

where x represents the packet sequence number, and y

is one byte that corresponds to one of the (k) bytes to

be used to construct one block. Then any three points in

the set S, can be used to evaluate the equation in 2 to

reconstruct the first block, which consists of the letters

{R,E,T}. See Fig. 4.

S = {(x1, A1), (x2, A2), (x3, A3), (x4, A4)}
where (xn): is the sequence number of the corresponding
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Fig. 4. Stego-message reconstruction process

packet.

f(x) = (82x2 + 69x+ 84) (6)

Each coefficient in the polynomial in equation 6 corre-

sponds to a decimal equivalence to one the bytes in the

original (k) packets. This process is repeated for each set

of related bytes in any of the (k) packets to reconstruct the

related blocks until the whole message is reconstructed.

When designing the stego-receiver component, the de-

signer should take in consideration the Stego-Receiver-
Buffer size. The construction of each block in the stego-

message cannot start until all parts needed to reconstruct

that block are received. Since each block is distributed

on the payload of (k) RTP packets, the buffer size of the

receiver should at least be equal to the size of (k) RTP

payloads plus their sequence numbers. Other parts of the

header can be discarded.

• Step 3: The process will be repeated, and the recon-

structed messages will be concatenated until the whole

stego-message will be received.

E. Discussion

Applying the previous steps can help in achieving the paper

goals. For example, the value of (n), or the number of the

redundant packets can be adjusted based on the link reliability.

This can be done automatically to obtain the best reliability

depending on the packet loss rate. This confirms with our goals

of solving the reliability problem and providing fault tolerance.

The proposed approach complicates the process of steganal-

ysis by using variable and hidden threshold, using random

sequence numbers to evaluate polynomials of variable degrees,

in addition to the two distribution processes used. Namely,

the stego-message distribution process, and the (k,n) threshold

distribution process.

On the other hand, the proposed approach maximizes packet

utilization by dividing the stego-message into variable length

messages, each is a factor of the packet payload size. As a

result, packets will be always on their maximum utility, instead

of having partially filled packets.

This approach also reduces the bandwidth loss from a factor

of (n) when Shamir’s approach is used without modifications

to a factor of (n
k̄

), where (k̄) is the expectation of the

random variable threshold. As explained earlier the value of
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(k) depends on the stego-message distribution process. The

minimum bandwidth loss can be achieved when (k = SMS
PS ),

or the whole stego-message is treated as one message. On the

other hand, the minimum bandwidth will be when the stego-

message is divided into equal messages of the size (2PS), or

the threshold value equal (two) for all messages (k = 2).

However, in order to have a good performance the distribution

process must maintain the value of (k) small. A large (k)

value result in a polynomial of high degree, such polynomial is

computationally expensive to evaluate. The approach proposed

in this paper provides the flexibility required to deal with such

tradeoff.

VI. CONCLUSION

Steganography is a two-sided sword, depending on who uses

it and how. New methods are created continuously, perhaps the

most recent is VoIP steganography. Our study of several VoIP

steganographic techniques uncovered the problem that these

techniques lack fault recovery mechanisms.

Error recovery mechanisms address fault recovery by re-

questing retransmission or adding redundancy to the packets.

Retransmitting the stego-message is not an option in VoIP

steganography. This is because VoIP streams are transmitted

over unreliable protocols. In addition to the fact that the

stego-receiver does not have any control over the RTP stream

to send a request for retransmission. In fact, this may raise

suspicion of malicious operations. On the other hand, adding

redundancy using the traditional error recovery techniques will

reduce the complexity of steganalysis. There is a need to

address reliability in order to have effective stego-message

transmission.

In this paper, we have listed the challenges and classified

current VoIP steganographic techniques. Then, we have pro-

posed a new steganographic technique based on the LACK

VoIP steganographic technique and a modified (k, n) threshold

based on Lagrange Interpolation. The proposed approach

does not compromise the steganographic system. Instead, it

increases the complexity of steganalysis by using the concepts

of the random variable threshold and the random sequence

numbers. On the other hand, the proposed approach addressed

the reliability problem by adding redundancy. The price to pay

for this is a loss of bandwidth. However, by distributing the

stego-message into variable length messages, the technique

was able to fully utilize the RTP packets to reduce the

bandwidth-loss to factor of (n
k̄

) compared to (n) when (k,n)

threshold used without modifications.

Future directions include improving the current approach

secrecy and efficiency (in terms of bandwidth utilization),

comparing the performance of ReLACK to other VoIP-

steganographic techniques, studying the possibility of using

secure protocols, such as the Secure Real-time Transport

Protocol (STRP), in VoIP steganography, and finally studying

the behavior of the VoIP communication in the presence and

absence of steganography to detect patterns that can help in

steganalysis.

REFERENCES

[1] VOIPSA. (2006) Voice over ipsecurity alliance. VOIPSA. [Online].
Available: http://www.voipsa.org

[2] Z. Yu, C. Thomborson, C. Wang, J. Fu, and J. Wang, “A Security Model
for VoIP Steganography,” in Proceedings of the International Conference
on Multimedia Information Networking and Security, 2009, pp. 35–40.

[3] W. Mazurczyk and K. Szczypiorski, “Steganography of VoIP streams,”
On the Move to Meaningful Internet Systems: OTM 2008, vol. 5332, pp.
1001–1018, 2008.

[4] I)ruid, “Real-time Steganography with RTP,” in DefCon15, 2007.
[Online]. Available: http://druid.caughq.org/presentations/Real-time-
Steganography-with-RTP.pdf

[5] K. Szczypiorski, “HICCUPS: HIdden Communication system for Cor-
rUPted networkS,” in Proceedings of the International Multi-Conference
on Advanced Computer Systems, 2003, pp. 31–40.

[6] C. Wang and Q. Wu, “Information hiding in real-time VoIP streams,” in
Proceedings of the International Symposium on Multimedia, 2007, pp.
255–262.

[7] A. Shamir, “How to share a secret,” Communications of the ACM,
vol. 22, no. 11, pp. 612–613, 1979.

[8] T. Handel and M. Sandford, “Hiding Data in the OSI Network Model,”
in Proceedings of the International Workshop on Information Hiding,
1996, pp. 23–38.

[9] K. Szczypiorski and W. Mazurczyk. (2010) Network steganography
project, articles on network steganography (wireless lans and voip).
[Online]. Available: http://www.stegano.net/

[10] A. S. Tanenbaum, Computer Networks, 4th ed. Prentice Hall, 2002.
[11] J. LuBacz, W. Mazurczyk, and K. Szczypiorski, “Vice OVer iP,” IEEE

Spectrum, vol. 47, no. 2, pp. 42–47, 2010.
[12] C. Kratzer, J. Dittmann, T. Vogel, and R. Hillert, “Design and Evaluation

of Steganography for Voice-over-IP,” in Proceedings of the International
Symposium on Circuits and Systems, 2006, p. 4.

[13] C. Shannon, “Communication theory of secrecy systems,” MD Comput-
ing, vol. 15, no. 1, pp. 57–64, 1998.

[14] N. Johnson and S. Jajodia, “Exploring steganography: Seeing the un-
seen,” IEEE computer, vol. 31, no. 2, pp. 26–34, 1998.

[15] P. Sinha, “Speech Compression Overview,” Speech Processing in Em-
bedded Systems, pp. 93–100, 2010.

[16] H. Schulzrinne, S. Casner, R. Frederick, and V. Jacobson, “RTP: A
transport protocol for real-time applications,” RFC Editor, vol. 1889,
pp. 1–75, 1996.

[17] S. Servetto and M. Vetterli, “Communication using phantoms: Covert
channels in the Internet,” in Proceedings of the International Symposium
on Information Theory, no. 229, 2001.

[18] F. Hildebrand, Introduction to Numerical Analysis,, 2nd ed. New York:
Dover, 1974.

[19] W. Huffman and V. Pless, Fundamentals of error-correcting codes.
Cambridge Univ Press, 2003.

[20] C. Lin and W. Tsai, “Secret image sharing with steganography and
authentication,” Journal of Systems and Software, vol. 73, no. 3, pp.
405–414, 2004.

[21] L. Bai, “A reliable (k, n) image secret sharing scheme,” in Proceedings
of International Symposium on Dependable, Autonomic and Secure
Computing, 2006, pp. 31–36.

[22] V. Potdar, S. Han, and E. Chang, “Fingerprinted secret sharing steganog-
raphy for robustness against image cropping attacks,” in Proceedings of
International Conference on Industrial Informatics, 2005, pp. 717–724.

[23] E. Coffman Jr, M. Garey, and D. Johnson, “Approximation algorithms
for bin packing: A survey,” in Approximation algorithms for NP-hard
problems. PWS Publishing Co., 1996, pp. 46–93.

197


